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Recognizing Online Dangers And Safety Tips 

We at Coronel Data Processing have been in the 
computer game for well over 30 years and have seen 
many changes within the industry, especially with the 
development and growth of the Internet. With the doors 
to the Internet being blown wide open with faster 
Internet home connection speeds, its use at school, the 
needs to meet work requirements, and the 
sophistication of smartphones and other smart 
devices, the Internet has become the greatest 
communication media outlet in the history of the world. And with this media outlet, lurks 
many dangers!  

Online safety, especially if you have young children or teenagers, is now more important 
than ever before! Many vulnerabilities make going online subject to many attacks on our 
privacy and safety. This is now especially true with the development of Artificial 
Inelegance (AI). AI refers to the simulation of human intelligence in machines, enabling 
them to perform tasks that typically require human intelligence (e.g., learning, problem-
solving, and decision-making). 

While there are many positives and advantages to AI, nothing imposes a greater online 
threat. In this report, we talk about some things that you should look for and can do to 
increase online safety for you and your family when using the Internet and its many 
subdivisions. 

Get involved 

Consider activities you, your seniors, and children can do 
together online to increase knowledge of the possible dangers 
when online and how together you can build walls of protection. 
Whether it is playing a game, researching a topic you have been 
talking about (e.g., good place for a family vacation or 
researching your family history), or streaming and watching 
together that one movie everyone loves, participating together 
in online activities will allow you to communicate online dangers while fostering safe 
computing habits. 

Not being involved with your loved ones online equates to not being involved with them in 
the real world. Would you allow your kids to walk to school without discussing the 
potential dangers or not warn them to never to open the front door to strangers? If you 
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were made aware of a local danger targeting the vulnerable elderly, would you not warn 
your elders or provide them with a circle of protection if in your power to do so? 

Setup Different Email Accounts 

Using different email addresses for various online activities 
offers several benefits, including enhanced security, improved 
organization, and better control over spam and unsolicited 
marketing materials. By separating your email usage with 
different accounts, you can protect your primary email from 
encroachment, easily manage different account types, and limit 
the impact of potential security breaches. 

Use A Different Email Account For Each Family Member 

Using separate email accounts for each family member can also significantly enhance 
privacy and security, especially for families with children or multiple adults. It allows for 
better organization, helps reduce spam from flooding important inboxes, and minimizes 
the risk of accidental exposure of personal information. 

Multiple Email Accounts Can Enhance Online Security 

Using unique email addresses (also known as aliases) for certain account activities 
makes it harder for hackers to exploit compromised credentials. For example, you may 
want to have an email address used only for banking and billing related accounts. Another 
for private items such as contact with friends and family and personal social media. 
Another for business related items. If one account is breached by hackers, they cannot 
easily access the others. If a specific email account is linked to a compromised account, 
you can simply change its password, deactivate it, or remove it, limiting the damage.  

Separate accounts can make it easier to block or report spam for specific email aliases 
without affecting the other accounts. It also makes it easier to manage and filter emails 
based on their source and purpose, reducing clutter in your primary inbox. Since you only 
use certain accounts for specific services, you can easily identify and manage spam from 
those sources, preventing it from reaching your primary email.  

In essence, using different email addresses provides a natural layer of security and 
organization, helping you manage your online life more effectively and protect your 
privacy. 
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Password Management  

Good password management is an important part of online 
safety. While working with different online applications and 
websites, you and your loved ones will need to create and 
keep track of usernames and passwords tied to a specific 
email address. It may be very tempting to use the same username, password, and email 
address wherever you can to make things easy. The problem with this is if your 
credentials are compromised on one site or leaked out, someone would be able to access 
not just that one site, but other sites that you access. However, trying to adequately keep 
track of many different credentials can become very overwhelming.  

Password Managers 

One solution gaining much popularity and floating around is the use of a “Password 
Manager”. Password Managers are programs (apps) that may be standalone programs or 
built into your Internet browser that automatically fill in passwords for websites you visit 
regularly. When you log into a website, you may get a popup asking you if you want to 
store the password for that site. Sounds good, right? Especially now that we are living in 
the age of autopilots. Not necessarily!  

There are three major things to consider when using a Password Manager: 

1. Putting things on autopilot can cause you to lose control. We see this today widespread 
throughout our society. For example, there was a time people remembered the phone 
numbers of all their key friends and family members. Today, if they lose or damage their 
phone, they are cut off from all those they know. If people put too many of their bills on 
autopay, they may lose focus on how much they have actually spent during the current 
month and find their accounts with little or no money at the end of the month, getting hit 
with all those overdraft charges. 

2. Where is the Password Manager storing the information? Is it in the cloud? On your 
smartphone? On your laptop? What happens if the storage location gets hacked? Or what 
happens if it is on a device that goes down or is stolen?  

3. Does your Password Manager sync passwords between all your computers and other 
smart devices? Sounds good if it does, but what happens if one of these devices is 
compromised? 
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If using a Password Manager is right for you, be very selective of which sites you use it 
for. For example, never use it for a banking or credit card account. However, it may be ok 
to get into that online game or hobby site. And regardless whether or not you are using a 
Password Manager, you should use a different password for each site you access, 
especially for banking and online wallets (e.g., PayPal).  

Password Strength  

You want to use strong passwords which are harder to break than simple passwords. A 
strong password you have to look up or remember is much better than a weak one that is 
easy to remember and compromise. Some sites enforce password complexity rules to 
create strong passwords, while others do not.  

A strong password is one that cannot easily be guessed or cracked using a brute force 
attack. What is a brute force attack? A brute force attack is a hacking method that uses 
trial and error software (e.g., AI) to crack passwords, login credentials, and encryption 
keys. 

Modern computers, especially those using AI, can easily crack short passwords consisting 
of only letters and numbers in a matter of seconds. Strong passwords consist of a 
combination of uppercase and lowercase letters, numbers, and special symbols (e.g., @, 
#, or $) which makes them harder to crack. 

A long password is a major part of a strong password. A long password is a password 
that is 12 characters or greater. Each additional symbol after 12 characters in a password 
exponentially increases the number of possible combinations, making it even stronger and 
harder to crack.  

A strong password should never be something simple and generic (e.g., password, 12345, 
etc.). Personal information about yourself should never be used to create your passwords 
(e.g., nickname, date of birth, pet’s name, etc.). In today’s age of information hacks and 
phone scams, this information about you is not hard to acquire.  

A strong password should be unique for each account you access. Even though it may be 
tempting to use the same password for all of your online accounts, that would not be a 
wise decision. If someone was able to discover or hack your password on one site, they 
would have access to all of your accounts.  

For a strong password, substitute letters in your password with numbers and special 
symbols. For example, if you are thinking of the password RockBaby1996, make it 
R0ckb@by1996!, where “0” is a zero and the “a” is replaced with the @ symbol. An 
explanation symbol (a special symbol) is also added to the end to make it even stronger. 
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Avoid using passwords that you have used in the past. In other words, make sure you do 
not recycle old passwords. Especially a password on a site that has been compromised. 
For example, in January of 2024, the largest data breach in history, known as the "Mother 
of All Breaches" (MOAB), exposed 26 billion records across 3,876 websites that included 
sensitive data from major platforms like Tencent QQ, Weibo, MySpace, Twitter, LinkedIn, 
and Adobe. If you used one of these compromised sites, do not reuse any passwords 
associated with them. 

A modified passphrase can be used to create a strong password. A passphrase is a 
sentence like string of words. Passphrase passwords are much more secure than single 
word passwords because they are typically longer than simple words, making them more 
difficult to guess in a brute force attack. So, instead of choosing a word for your 
password, pick a passphrase and substitute the letters and numbers with special symbols 
and add special symbols at the end to generate a seemingly random combination of 
characters. For example, you want to use the passphrase “My Grand Canyon Trip In 1998”. 
Make it Mygr@ndc@ny0ntr1p1n1998#, where you replaced the “a’s” with @ symbols, the 
“o” with a zero, and the “i’s” with ones. At the end, you added the # symbol. 

After creating a strong password that you will remember, you will still have to create 
different passwords for each of your online accounts if you want them secure. Rather than 
starting the whole process again to create a new password for each site, you could simply 
add a different code variation to your password for each online account.  

For example, if your password is Mygr@ndc@ny0ntr1p1n1998#, and you wanted to make 
it unique for your eBay account, you could add eb@y on the end so it is different from your 
original password, but still easy to remember. The result would be: 

Mygr@ndc@ny0ntr1p1n1998#eb@y 

For Amazon, you could add AZN. The result would be: 

Mygr@ndc@ny0ntr1p1n1998#AZN 

For Facebook, you could add FB. The result would be: 

Mygr@ndc@ny0ntr1p1n1998#FB 

Use Two-Factor Verification 

Even if someone still manages to steal your password, you can still prevent them from 
accessing your account by adding an additional layer of security with two-factor 
verification. Two-factor varication uses two factors (things) to authenticate your 
credentials when logging into an online account, application, or website. Note: not all sites 
offer two-factor verification. 
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Two-factor verification means that anyone trying to log in to your account will have to 
enter a second piece of information after they enter the correct username and password 
in order to gain access. This is usually a one-time code that will be sent directly to you via 
your email account or text message on your smartphone. It could also be the answer to a 
special question such as “What is the name of the park nearest to your home when 
growing up?”  

Laptop And Other Mobile Digital Devices Security 

Using a laptop or other mobile digital device (e.g., touchpad or 
smartphone) is very convenient because you can carry them 
wherever you go. The problem with these is that you may be 
accessing the Internet through a public network that is not very 
secure (e.g., access at a Starbucks) or a weak private network setup 
at a friend’s house or somewhere else. Then there is the chance of 
someone gaining access to your laptop or other mobile digital device without your 
permission.  

So, the backing up or syncing of your data with the cloud and other devices becomes very 
important. You can backup to a cloud service or use specific backup methods (e.g., flash 
drive) to ensure you have access to your data should your laptop or mobile device be lost 
or damaged.  

You want to make sure that all your laptops and mobile devices require a password or 
other security feature (e.g., facial recognition) to log in. After a certain amount of time, 
your device should lockup, requiring the password or other security feature to get back in. 
Do not set the lock screen or screen saver to show personal photos which can 
compromise your security and safety or that of family members. 

Email Scams 

Email scams, also known as email fraud or phishing, are malicious 
attempts to trick you into revealing personal information, such as 
passwords or financial details, or to install malware on your system. 
Scammers often impersonate trusted entities like banks or tech 
companies in their emails, using deceptive tactics to lure in victims. 
Common email scams include phishing, advance fee scams, and business 
email compromise attacks. 

In the past, many of these email scams were written poorly, using extremely bad grammar 
that made them easy to spot. However, now with the use of AI to write them, they are 
getting harder to spot. 
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Phishing 

Phishing are fake emails that appear to be from legitimate people or organizations. They 
often ask for personal information or attempt to direct victims to click on malicious links. 
One way to protect yourself is by sliding over the link or button they want you to click (D0 
NOT CLICK ON IT!) and closely look at your status bar. The location of where the link 
points to will be displayed. Does it look official or does it look fake? For example, the email 
claims to be coming from Citibank who you do bank with. Does the link include in the 
address the domain “citi.com” which is Citibank’s official website? Or does it contain 
some random looking domain in the address?  

If in doubt of the message authenticity, contact the so-called sender through official 
channels (e.g., calling the organization’s official phone number or visiting their official 
website). 

Phony Accusations 

These come in many different forms. For example, the crooks claim to have filmed you or 
a loved one through your webcam while you were doing something questionable or 
captured the text of a spicy online chat you had. Or they claim to have hacked your 
computer and have evidence of you participating in the sharing of child pornography or 
various other illegal acts. Unless you immediately send them money via a wire transfer, 
they threaten to make this information public or report you to the authorities. Some will 
even send you pictures that have been altered with the help of AI with your image.  

Do not panic! Do not respond to the message, report the message as spam to your email 
provider, and delete it. If you feel extremely threatened by the email message, repot it to 
law enforcement. 

Other Common Email Scams 

Undeliverable Package - The message claims that a package could not be delivered and 
might say that the address is incorrect, a customs fee is due, or that the package is being 
held at a warehouse. The message includes a link to update your address, pay a fee, or 
reschedule delivery in order to obtain your private information. 

Advance Fee - Advance fee scams promise a reward, like a large cash prize, but require a 
fee to be paid upfront to process it, which is then stolen by the scammer.  

Overpayment - Victims are notified of an overpayment and told to provide information to 
transfer back the excess funds, often with the promise of other benefits.  

Business Email Compromise - Scammers impersonate business colleagues or vendors, 
often requesting urgent payments or sensitive information.  
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Employment Scam - These scams offer job opportunities and ask for information or 
payment to secure the role, often requiring victims to send money via wire transfer.  

Emergency Scam - Scammers create a sense of urgency, often involving a fake 
emergency (e.g., a loved one has been in an accident), to pressure victims into 
immediately taking action or into providing information. 

If in doubt about the message, do not respond to it, report the message to your email 
provider as spam, and delete it. 

Phone Scams Tied To Online Security Breaches 

Many online scams are now tied to your smartphone via a phone call or 
text message. Often these calls are from a distant area code or invalid 
phone number. Faking a phone number is easy to do, especially if the 
scammer is using AI. Thus, Caller ID is not always reliable.  

Some common smartphone scams include: 

Tech Support Problem 

A caller or text message claiming to be from your work, computer manufacturer, or OS 
vendor is a possible road of attack. They say your computer has a virus, has been 
compromised, etc. They ask you to download and install software that will give them 
remote access to fix the problem. This will allow them to nose around your system and 
steal private information about you. Or they may ask you for your login credentials to well-
known sites to fix the problem. Just hang up the phone and do not call them back. If a text 
message, report it to your phone service provider and delete it.  

Tax Problem 

A caller claims to be from a tax agency or someone working for them or you receive a text 
message indicating a problem with one of your past tax returns. They say there is a 
mistake in your return, your computer has a virus, account has been compromised, etc. 
Just hang up the phone and do not call them back. Repot the phone call or text message 
to your phone service provider. 

If you are concerned about the message, contact a tax professional or your tax agency 
through official channels. 

Banking Issue 

A caller or text message claims to be from your bank or credit card company claiming 
your account has been compromised or is exhibiting unusual activity. DO NOT GIVE THEM 
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ANY INFORMATION! Hang up the phone and do not call them back and repot the phone 
number or text message to your phone service provider.  

If you think the issue might be legitimate, contact your bank or credit card issuer using 
their official phone numbers or website.  

Free Home Services Or Inspection 

A caller claims to offer a service discount, give a free home inspection, or claims to be 
currently working in your neighborhood and can give you a work estimate for free. What 
they are actually doing is trying to fish for information that they can use to compromise 
your accounts and rob you. Do not share any of your information with them, and NEVER 
invite unknown callers into your home or business.  

If a program sounds legitimate, do some research and use official channels to contact the 
company.  

Scareware 

Scareware is fake security software warnings. These often start with a popup warning 
saying that you have a virus or other computer or phone related problem. The popup 
attempts to lead you to believe that if you click on the link they provide, the infection or 
problem will get cleaned up. Cybercriminals often use the promise of “Free Anti-Virus” or 
other apps to implant malware or spyware on your device. 

Social Media Scams 

Social media scams consist of a variety of posts you 
will see in your news feeds, to get you to click on a 
link that could potentially be hosting viruses, malware, 
and spyware. Or they attempt to get you to reveal 
sensitive or private information about yourself. The 
posts often consist of apparent human-to-human 
interaction to get you to lower your guard. Since 
human-to-human interaction is based off human nature and emotional reactions, there are 
many ways that attackers try to trick victims, especially the young and elderly. 

Be aware that photos taken from smartphones embed the GPS Coordinates into the 
photo, which will allow others to know the location of where the picture was taken. This 
can be used to find you. In addition, live video or pictures taken can let others know that 
you and the family are currently not home. So, beware of when posting video or photos to 
online social media sites. Wait to post videos and pictures of that vacation or special 
event that show you are currently not home. 
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Remember that pictures posted online may be copied, altered, and shared with many 
people without your knowledge or consent, unless you use privacy settings to limit who 
has access to the pictures. We like to post that pic of the best ice cream we have ever had 
and tag the location in real-time, not realizing that others with ill intent can easily be 
watching us.  

Online Digital Footprints 

Whatever you go online, you leave digital footprints behind. An 
online footprint, also known as a digital shadow, is the trail of data 
you leave behind when you use the Internet. It includes everything 
from the websites you visit and the information you share on social 
media, to your purchase history and your location data. Essentially, 
it is a record of your online activities and the data you interact with.  

This trail raises many privacy concerns. Your personal information is exposed and 
potentially being tracked by others. This information can easily be used for identity theft 
or to invade your privacy. Potential employers or individuals may also be able to use these 
footprints to search for your online profiles and see what you share publicly. 

Companies can also use your data for targeted advertising and show you relevant ads 
linked to your online activities. For example, you surf for information over the Internet 
about boats for sale. You then notice that you start to come across a lot of ads related to 
boats on places like YouTube or in social media news feeds. You are being tracked! 

Managing Your Digital Footprints 

You can take steps to manage your digital footprints and better protect your privacy. You 
can start by reviewing your privacy settings on social media and other online services. 
Inquire what kind of privacy protections they offer you. 

You can use private browsing modes or browser extensions to limit tracking. Some 
Internet Security programs (e.g., Norton 360) offer bowser extensions and other tools to 
better protect you. They can even evaluate how exposed you are. 

You can delete or edit online content that you no longer want to be associated with. Many 
sites have options so you can opt to remove personal information. 
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Keeping Children Safe Online 

When children are using a computer, smartphone, or other 
device with Internet access, standard safeguards and security 
practices may not be enough to adequately protect them. 
Children present additional challenges because of their natural 
characteristics of innocence, trust, curiosity, desire for 
independence, and fear of punishment. It would be helpful if 
you consider these characteristics when determining how to 
best protect your children and data when they venture online. 

You may think that because your children are only playing games, streaming online video 
or music, researching information for a term paper, or uploading a completed homework 
assignment, they cannot be harmed. But what if, when saving their report, the child 
modifies the wrong file or uploads the wrong file to their school website? Or what if they 
unintentionally visit a malicious web page that infects your computer with a virus, 
malware, or spyware? Mistakes do happen, but children may not realize what they have 
done or may not tell you what happened because they are afraid of being punished. 

Some tips to keep your child safe when they go online are: 

Keep Computing Devices In An Open Area 

If your computer is in a high-traffic area or you set rules that your child must have an adult 
present when online, you will be able to monitor computer activity more easily. This is 
especially important for younger children. Not only does this limited accessibility deter 
children from doing something they know they are not allowed to do, it also allows you to 
intervene if you notice a behavior that could result in negative consequences. 

Keep open lines of communication with your children. Let your children know that they 
can approach you with any questions or concerns about behaviors or problems they may 
encounter when they are online. 

Create Separate Accounts 

Consider partitioning your computer into separate accounts for each child. If you are 
worried that your children may accidentally access, modify, or delete important files, you 
can give them a separate account and decrease the amount of access and number of 
privileges they have.  

Set Firm Rules And Warn About Online Dangers 

Ensure your children know the boundaries of what they are allowed to do on the computer 
and other smart devices. These boundaries should be appropriate for the child's age, 
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knowledge, and maturity. They may include rules about how long they are allowed to be 
online, what sites they are allowed to visit, what software programs they can use, and 
what tasks or activities they are allowed to do. 

Teach your child about online safety basics, including the importance of NOT sharing 
personal information, avoiding risky situations, and being wary of strangers. Emphasize 
the importance of saying "NO" to inappropriate requests or interactions they encounter 
online as they would offline. Encourage them to immediately report any concerning or 
upsetting interactions to you or another trusted adult.  

Monitor Your Child’s Computer Activity 

Be aware of what your children are doing while online, including which websites they are 
visiting and what activities they are engaging in. If they are using email, social media, 
instant messaging, or chat rooms, try to get a sense of who they are corresponding with 
and whether they and you know them. 

Monitor your children’s online activities, especially in the beginning, and supervise their 
use of devices, particularly for younger children. Spend time with your children online to 
model safe behaviors and provide a supportive environment for exploring the digital 
world. Check their browser history, apps, and social media profiles and posts periodically.  

Define the types of websites or games your children can access online and why they are 
appropriate or not. It is especially important for younger kids as they will want to play the 
latest games, not realizing that adult themes and content may be involved. The danger 
here is not just the games themselves but who your children can end up interacting with 
without you knowing about it. For example, if a younger child plays an online game with 
mainly older teenagers, that younger child could be bullied or exposed to inappropriate 
behavior. 

Protect Children Against Inappropriate Content 

Parental control tools can help protect your children from accessing inappropriate 
content. Parental controls are software and extensions that allow parents to set controls 
on their children's Internet use. They are great ways of helping prevent children from 
accessing unsuitable online content. 

You may be able to set some parental controls within your browser. For example, for 
Google Chrome, you can download and install “Family Link” from Google. You can use the 
Family Link app to block or allow specific websites, set screen time limits, and view web 
activity. Use child-friendly search engines and activate “SafeSearch” settings on major 
search engines.  
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You can also set network-level controls on routers that apply to all devices connected to 
that router, covering your whole household. Check your router documentation on how to 
set this up. 

Warn Children About Online Predators 

Online predators present a major significant threat, particularly to children. Because the 
nature of the Internet can be so anonymous, it is easy for people to misrepresent 
themselves to manipulate and trick other users. That 13-year-old girl can actually be a 45-
year-old man. Adults often fall victim to online ploys, and children, who are usually more 
open and trusting, are even easier targets.  

Stress the topic of “Stranger Danger”. Strangers no longer only come up to your children 
in a car offering them free candy or asking for their help to find a lost puppy. Strangers 
now also come through the computer or smartphone! Stranger danger is all around our 
kids in the cyber world. They are constantly approached by people they do not know as 
they put their entire lives on display in their social media feeds. 

Teach How To Deal With Cyberbullying 

Another major problem your children may encounter online is cyberbullying. These threats 
are even greater if a child has access to email or instant messaging programs, visits chat 
rooms, or use social networking sites. Cyberbullies are most similar to the playground 
bullies you encounter at school and the park playground. These people deliberately 
provoke arguments and fights on social media and forums, often by saying the most 
grossly insensitive and offensive things. 

Cyberbullying includes sending, posting, or sharing negative, harmful, false, or mean 
content about someone else. It can include sharing personal or private information about 
someone, causing them embarrassment or humiliation. Some cyberbullying crosses the 
line into unlawful or criminal behavior. 

Keep open communication with your children. Let them know they can approach you 
anytime if someone online threatens them, makes them feel uncomfortable, or makes 
them feel unsafe. 

Further Protection Tips 

There are additional things you can do to protect yourself and your 
family when going online.  

Secure Your Device’s Webcam 

Just about every smart device in use today has an integrated camera or can have a 
camera connected to it, whether it be a computer, laptop, iPad, smartphone, or other 
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mobile device. The problem with having an integrated camera is that it offers hackers a 
possible insight into your personal world. An unprotected webcam can allow others to 
monitor your every action and capture extremely sensitive images from your life. 

This is also true of security cameras you set around your home that connect to the 
Internet. Most people want access to these cameras from their mobile devices which is 
highly understandable. They want to be able to monitor these devices when away from 
home. The problem arises if one of your devices is hacked. Thieves can monitor whether 
or not you are home, see the processions in your home, etc. 

There are multiple examples of malware and spyware software designed to specifically 
target webcams and security cameras to allow hackers to secretly watch their victims. 
Most malware and spyware designed to target webcams and security cameras is usually 
downloaded by getting victims to visit infected websites, open a malicious email 
attachment, or by connecting an infected USB drive to their devices. 

For a webcam, you can cover up your camera. One method to cover your camera is to use 
a piece of black electrical tape. Electrical tape will block all light from coming into the 
camera. We suggest that you test to see if your camera blocks everything by testing it 
using a camera app dedicated to controlling your webcam. Be advised one of the issues 
with using the electrical tape method is in the event you may need to use your camera, the 
tape may leave a sticky residue on the webcam, distorting captured images. 

If you do not want to use the electrical tape method to cover your webcam, you can 
purchase a webcam cover. These come in a variety of shapes, sizes, and colors with 
some even featuring a sliding door making it easy to protect yourself when the webcam is 
not in use. A webcam cover can be purchased on Amazon stating at around $3.99. 

Encrypt Key Files 

Consider encrypting important key files on your hard drives. This includes files that 
contain personal information such as passwords, social security numbers, account 
numbers, and other private information. Encryption converts your files into unintelligible 
data (data that cannot be easily read) and protects your files by requiring a password to 
access them. All key programs (e.g., Microsoft Word and Excel) allow you to encrypt files 
with a password.  

Note: If you decide to encrypt a file, it is very important that you do not forget the password 
used to encrypt the file. If you forget the password, you will NOT be able to access the file.  

Protect All Your Devices With Top Internet Security Software 

Even though you can use antivirus software to scan your machine for viruses and 
malware, hackers can be extremely good at circumventing this software, still allowing 
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them access to your devices. With that said, the better option would be to use a software 
package that also protects against malware, spyware, and blocks hackers.  

Spyware is the fastest growing threat to computers used to access the Internet. It is 
estimated that 9 out of 10 computers on the Internet are or have been infected in one way 
or another. Spyware is software installed on a computer without the user's knowledge in 
order to gather information about that user for later retrieval by whomever controls the 
spyware. It can allow companies to monitor your Internet browsing habits, see what you 
purchase, or allow companies to inundate you with those annoying "popup" ads! Spyware 
can also be used by hackers to steal your personal information. 

To protect your system against the hacker, you also need “firewall” software. Firewall 
software is designed to keep hackers out of your computer while still letting you enjoy all 
the benefits of the Internet. Firewall software works by blocking unwanted traffic into your 
computer and permitting only the traffic necessary to work with the Internet or which you 
allow to go out.  

Two providers with excellent virus, malware, spyware, and Internet protection with firewall 
options are Norton 360 and McAfee. Both have worked hard to incorporate AI into their 
protection packages to circumvent the dangers of AI being used by hackers. In other 
words, AI defending against AI. To learn more about getting one of these software 
packages to protect all your computing devices visit: 

Norton 360 at https://us.norton.com/  

or 

McAfee at https://mcafee.com/ 

Change Default Admin Passwords 

If you have devices with default usernames and passwords, you should change them. This 
is especially important if you have a router in your home. A router is the device that allows 
all you other devices to talk to each other and share your Internet connection. A router can 
be built into your DSL/cable modem or a separate device. 

Saving Payment Details 

Saving payment information to sites you regularly access to pay bills can make making 
payments easy to do. This is especially useful for such sites as those websites tied to 
house, credit card, and car payments. Many of these sites can store payment information 
so you do not have to enter it every time you make a payment. Or they may offer 
autopayment options so you do not have to remember to make your payment. While these 
options can be convenient, they do come with vulnerabilities, especially if it is not a well-
established website. 
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If you do not store your payment information with a vendor, it can greatly reduce the 
chances your payment information will be involved in a leak. If you do go the autopilot 
route by setting up autopayments, be sure to closely monitor your monthly bank 
statements.  

Conclusion 

Online safety, especially if you have young children or teenagers, is extremely important to 
implement! There are many online vulnerabilities that threaten you and your family. With a 
little education, common sense, and communication, you and your family can be safe as 
you partake in and benefit from the greatest communication media in the history of the 
world! 

We at Coronel Data Processing hope you found this report of ours very beneficial. If you 
would like to see a list of self-improvement workbooks and online courses we provide, 
visit us at our eLearning website at easypassprep.com.  
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